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This memorandum transmits our final report on our evaluation of
the Department of the Treasury’s (Department or Treasury)
oversight of Treasury bureau Year 2000 (Y2K) compliance testing
of systems and contingency planning for business continuity.

Our report also discusses the Department’s planning efforts for
“Day One” reporting of its Y2XK status to the President’s Council
on Year 2000 Conversion {(President’s Y2K Council).

Our review disclosed that the Department needs to ensure that
all Treasury Communications System (TCS) equipment is adegquately
tested and is Y2K compliant. We also found that the Y2K status
reports submitted by Treasury bureaus we reviewed did not always
reflect accurate and complete information pertaining to the Y2K
testing and certification status of Treasury systems.
Additionally, weaknesses were noted in testing procedures and
Y2K project management at these bureaus.

While Treasury bureaus have made notable progress to develop and
test business continuity and contingency plans (BCCP),
significant work remains tc finalize these plans before the year
2000. Therefore, the Department needs to more closely monitor
these remaining tasks so that it can be assured essential
services will-be provided in the event of Y2K-induced failures
of mission-critical systems.

We are also reporting that the Department made significant
progress to implement a “Day One” strategy for reporting on the
YZ2K status of core business processes and mission-critical
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systems to the President’s Y2K Council during the century
rollover period. Additionally, the Department has taken steps
to ensure that senior Treasury officials are aware of their
roles and responsibilities for Y2K issues. Further tests,
however, are needed to ensure the full functionality of the
Department’s Emergency Information Coordination Center (EICC) as
well as the backup facility for the EICC.

In our report, we recommend that the Department follow up on:
(1) the Y2K readiness of the TCS; {(2) the weaknesses in Y2K
compliance testing and project management identified at the
bureaus we reviewed; and (3) the status of bureau BCCPs,
“including testing of these plans. -Additionally, the Department
needs to ensure that the full functionality of the EICC and its
backup facility is adequately tested.

In your December 16, 1998, response to our draft report, you did
not concur with our recommendations related tc the TCS and the
need to follow up on the bureau Y2K compliance testing and
project management weaknesses we identified. Your response,
which is summarized and evaluated in, the body of the report and
included as Appendix 2, also objected to certain other matters.
Based on our review of the bases cited for your non-concurrence
and our audit work, we believe our findings and conclusions are
valid and the recommendations appropriate. Therefore, we
strongly encourage the Department to reconsider its position
with respect to the non-concurred recommendations. Because of
the very limited time remaining until the year 2000 to address
our findings, we are issuing this report as final without
further discussion of the disagreements.

Please be advised that it is the Office of Inspector General’s
policy to make our reports available to the public. However, at
the request of your staff, we will limit the distribution of
this report to the individuals identified in Appendix 4 and to
the U.8. General Accounting Office until after December 31,
1999.

We will be entering the recommendations contained in this report
in the Inventeory Tracking and Closure {(ITC) System. Consistent
with Treasury Directive No. 40-01, we request a written
description of actions taken and planned, and target dates for
any incomplete corrective actions, within 30 days of the date of
this memorandum.
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We appreciate the courtesies and cooperaticn provided to our
auditors during the review. If vou wish to discuss this report,
you may contact me at (202) 3927-5400 or a member of your staff
may contact Clifford Jennings, Director of Information
Technelogy Audits, at (202) 927-5240.

Attachment
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Overview

We evaluated the Depariment of the Treasury’s (Department or
Treasury) oversight of Treasury bureau Year 2000 (Y2K) compliance
testing of systems and contingency planning for business continuity.
We also evaluated the Department’s planning efforts for “Day One”
reporting of its Y2K status to the President’s Council on Year 2000
Conversion (President’s Y2K Council). This is the third review by our
office of the Department’s Y2K conversion effort.

Our first review, conducted during January and February 1998,
primarily focused on the Department’s Y2K assessment activities. In
our second review, conducted from April through September 1998, we
evaluated Y2K project management, the systems conversion and
certification process, and contingency planning at 11 bureaus. The
results of these reviews were reported to the Assistant Secretary for
Management and Chief Financial Officer.’

Qur current review disclosed, as a particular concern, the Treasury
Communications System (TCS). Specifically, the Department needs
to ensure that TCS equipment is adequately tested and is Y2K
compliant. Unreconciled discrepancies between two TCS equipment
‘inventory listings raise questions whether all TCS equipment needing
Y2K testing has in fact been identified and tested.

Our current review identified two other issues that need to be followed
up by the Department as part of its management of the Y2K
conversion effort. Specifically, the information pertaining to the Y2K
testing and certification status of Treasury systems in status reports
submitted by the bureaus we reviewed was sometimes incomplete or
inaccurate. We also found weaknesses in testing procedures and Y2K
project management at the bureaus.

Additionally, while Treasury bureaus have made notable progress to
develop and test business continuity and contingency plans (BCCP),
significant work remains to finalize these plans before the year 2000.
Therefore, the Department needs to more closely monitor the

! The Department Met the Year 2000 Compliance Indicators Jor Fiscal Year 1997 (01G-98-090; issued May 27,
1998) and Year 2000 Camphance Efforts at the Department of the Treasury (O1G-99-103, issued August 6,

1999).

m

01G-00-025

Year 2000 Systems Compliance Testing and Page 1
Contingency Planning for Business Contmulty at
the Department of the Treasury



m
remaining contingency planning tasks so that it can be assured

essential services will be provided in the event of Y2K-induced
failures of mission-critical systems.

The Department has made significant progress to implement a Day
One strategy for reporting on the Y2K status of mission-critical
information technology (IT) and non-IT systems to the President’s
Y2K Council during the century rollover period. For example, the
Department established and performed limited tests of its Y2K
Emergency Information Coordination Center (EICC). Additionally,
the Department has taken steps to ensure that senior Treasury officials
are aware of their roles and responsibilities for Y2K issues. Further
tests, however, are needed to ensure the full functionality of EICC
operations as well as the Department’s backup facility for the EICC.

As a concluding observation, the oversight exercised by the
Department during the Y2K conversion process has primarily been
that of: (1) issuing policy and guidance to the bureaus; and

(2) collecting, consolidating, and forwarding information to the Office
of Management and Budget (OMB) on the status of the bureaus’ Y2K
efforts. Collectively, we believe the conditions we have identified in
this report demonstrate the need for increased oversight by the
Department. Given the very limited time left before the year 2000, the
‘Department needs to identify what risks remain with system
renovation efforts as identified in this report, provide assistance as
necessary to reduce those risks, and ensure adequate contingency plans
are in place to continue essential operations in the event of unforeseen
internal and external failures.

Accordingly, we are recommending in this report that the Department:
(1) follow up on the identified issues with bureau Y2K status
reporting, testing procedures, and project management; (2) ensure all
TCS equipment is Y2K compliant; (3) obtain and validate information
on the status of bureau contingency planning efforts and, as necessary,
provide assistance to ensure essential services will continue in the
event of Y2K-induced failures; and (4) ensure sufficient tests are made
of EXCC operations before Day One, including tests of the EICC
backup facility.

- In a written response to our draft report, the Assistant Secretary for
‘Management and Chief Financial Officer disagreed with our

m
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characterization of the Department's oversight exercised during the
Y2K conversion process and stated that the Department has been very
actively engaged in the Y2K program efforts by the bureaus for over 3
years. Management also did not concur with our recommendations to
follow up on identified issues related to: (1) bureau Y2K status
reporting, testing procedures, and project management; and (2) the
TCS. With regard to the TCS, management stated that all critical,
date/time sensitive equipment was adequately tested and is Y2K
compliant. Management concurred with our recommendations related
to bureau contingency planning efforts and EICC operations. Based
on our review of the bases cited for the non-concurred
recommendations and our audit work, we believe our findings and
conclusions are valid and the recommendations appropriate.
Management's comments to the non-concurred recommendations are
summarized in the body of this report and the complete text of the
response is included as Appendix 2.

Objective, Scope, and Methodology

We initiated this review to more closely evaluate selected aspects of
the Department’s oversight of bureau Y2K conversion efforts. Our
specific objectives were to evaluate the accuracy of bureau reporting to
the Department and by the Department to OMB on the status of

(1) system certification for Y2K compliance and (2) business
continuity and contingency planning and testing of contingency plans.
We also evaluated the Department’s Day One strategy to collect,
analyze, and summarize information on the status of core business
processes and mission-critical systems during the century rollover
period and other dates associated with the Y2K problem. Using a risk-
based approach, we focused our review on those bureaus and Treasury
offices whose mission-critical systems have the greatest impact to the
public and Treasury operations. These bureaus and offices were:
United States Customs Service (Customs); Bureau of Alcohol,
Tobacco and Firearms (ATF); Financial Management Service (FMS);
Bureau of Public Debt (BPD); Bureau of Engraving and Printing
(BEP); the United States Mint (Mint); and Corporate Systems
Management (CSM).

We coordinated our work at Customs and FMS with the U.S. General
“.Accounting Office (GAO). At the time we began our work at
Customs, GAO was evaluating Customs’ role as the lead Federal

m
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agency for assuring the Y2K readiness of the Cross-border Inspection
Services program, one of 43 Federal programs designated has high
impact by OMB. We discussed our objectives with the GAO auditors
and concluded that the scope of their work with respect to contingency
planning was essentially similar to ours. Also, GAO had reported in
March 1999 that Customs had established effective Y2K program
controls. Although important Y2K work remained to be accomplished
by Customs at the time, including validation of contingency plans, the
GAQ report stated that Customs had plans in place for completing key
tasks, and the management controls to ensure that they were
accomplished.” Accordingly, we did not make any further inquiries
during this review with respect to Customs’ Y2K contingency
planning efforts. At FMS, GAO was reviewing FMS’ management
controls over Y2K systems compliance testing. Accordingly, our
inquiries with respect to compliance testing were limited to the
information provided by FMS in its monthly status reports to the
Department.

To accomplish our objectives, we interviewed: (1) the Department’s
Year 2000 Program Manager and key staff of the Office of the Deputy
Assistant Secretary for Information Systems and Chief Information
Officer; and (2) as appropriate, bureau Y2K project management staff
and contractor personnel. We also reviewed: (1) prior GAO and
Office of Inspector General (OIG) reports related to Y2K conversion
at Treasury bureaus; (2) the May 21 and August 23, 1999, quarterly
status reports submitted by the Department to OMB; (3) monthly
status reports submitted by the bureaus to the Department through the
month of September 1999; (4) selective documentation of the above
bureaus supporting the status reporting of systems testing and
contingency planning efforts; and (5) available policies, procedures,
and training materials for the Department’s Day One strategy.
Additionally, we observed an EICC table top training exercise in
August 1999 and a test of EICC operations conducted in October
1999. In determining the adequacy and reasonableness of
documentation we reviewed, we considered Y2K testing, contingency

2 Year 2000 Computing Crisis: Customs Has Established Effective Year 2000 Program Controls
{GAQ/AIMD-99-37; issued March 29, 1999).
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Audit Results

planning, and Day One planning guidance issued by GAO.> OMB and
the Department have generally adopted this guidance as policy for
agency Y 2K project management. '

We started our fieldwork in May 1999. Because of the need to provide
our audit results and recommendations to the Department in order for
it to take corrective action within the limited time remaining before
January 1, 2000, we ended our fieldwork on November 8, 1999, and
provided our initial draft of this report to the Department's Year 2000
Program Manager on November 12, 1999. In some instances, we did
not obtain and analyze all supporting documentation to corroborate
verbal and written information on the status of testing and contingency
planning efforts by this date. As a general observation, efforts to
complete system renovations and develop, test, and validate
contingency and Day One plans were on-going during our review and,
in some instances, are scheduled for completion through December
1999. However, we believe the work that we performed supports the
conclusions and recommendations included in this report.

'The objective of our evaluation was not to determine whether any
given Treasury system is Y2K compliant or that a system will work
into the next millennium. Accordingly, we do not provide such
assurance.

We conducted our audit in accordance with Government Auditing
Standards issued by the Comptroller General of the United States, and
included such audit tests as were deemed necessary.

Additional Measures Are Needed To Ensure The Reliability Of
Information Used To Manage The Y2K Conversion

The information reported by each of the Treasury bureaus is intended
to report the current status of the conversion and certification of all
Treasury systems. However, the Department does not independently

? Year 2000 Computing Crisis: A Testing Guide (GAO/AIMD-10.1.21; issued in November 1998); Year 2000
Computing Crisis: Business Continuity and Contingency Planning (GAO/AIMD-10.1.19; issued in August
1998); and Y2K Computing Challenge: Day One Planning and Operations Guide (GAO/AIMD-10.1.22; issued

~ in October 1999).
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validate or verify information that it uses to monitor the conversion
effort and which is reported in periodic Y2K status reports to OMB.

As a result, the Department does not have assurance that Treasury’s

mission-critical systems were adequately tested and are actually
compliant and that its systems will function as intended in the next

century.

OMB requires Federal agencies to provide quarterly reports on their
progress in making systems Y2K compliant. OMB reporting guidance
also requires that department heads take steps “to assure independent
verification that systems are fixed and to assure that information
reported is accurate.” At Treasury, the bureaus are required to report
their progress monthly to the Department. The Department uses the
information reported by the bureaus to monitor each bureau’s Y2K
conversion effort and to compile the overall Treasury reports
submitted to OMB quarterly.

During our review, we noted that some verification efforts are being
performed by the various bureaus. These verification efforts are
reported monthly by the bureaus and consolidated in Treasury’s
quarterly progress report to OMB. For example, bureaus like the BEP,
ATF, and FMS have contracted with outside organizations to conduct
independent verification and validation IV&V). Similarly, other
bureaus have chosen to perform their own IV&V by bureau
component organizations that were not directly involved with system
renovation. These verification efforts, if performed as reported by the
bureaus, serve as the final confirmation that systems, which have been
renovated and tested for Y2K compliance, are actually compliant. It
would also provide an additional level of assurance that system
renovation is complete. However, during our review we found that
these IV&YV efforts reported in the bureaus’ monthly status reports
were not always accurate, consistent and complete. In addition, we
found some weaknesses in testing procedures and Y2K project
management at the bureaus.

* OMB Memorandum M-99-21, Revised Reporting Guidance on Year 2000 Efforts, dated August 6, 1999,
L ]
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Inaccurate and Incomplete Year 2000 Reporting by Treasury
Bureaus

During our review, we found that significant information pertaining to
the Y2K conversion effort was not included in monthly status reports
and was sometimes misleading and/or inaccurate for the bureaus
reviewed. We found instances where mission-critical systems were
omitted from reporting and that IV&V testing processes were not
always as thorough as reported. Also, bureau reports contained
inconsistencies or Y2K status was not reported formally but verbally
instead. These conditions are described below:

ATE. ATF did not report the conversion efforts of all mission-
critical systems in its monthly status reports. ATF’s Y2K
conversion plan incorporates their planned effort to also migrate
ATF mainframe legacy systems to a client-server environment.
Therefore, as ATF renovates mainframe systems to client-server
versions, Y2K changes are made simultaneously. For most of
ATF’s mission-critical systems, the status of the client-server
versions was reported in the Y2K status reports. However, ATF
reported the status of the ma%nﬁme versions for two of its
mission-critical systems instead of the client-server versions.
These two systems are the Financial Management Information
System (FMIS) and the Simplified Time and Attendance Tracking
Systemn (STATS).

The replacement systems for the FMIS and STATS systems were
originally due for implementation by October 1, 1999. However,
ATF is now targeting December 1999 for implementation of the
FMIS and STATS replacement systems. ATF performs IV&V of
systems after systems are implemented. This differs from the
recommended five phase approach outlined in GAQ’s Year 2000
Conversion Model where it is recommended that IV&V be
performed before a system is implemented. While ATF’s
approach allows the end-user earlier usage of the system, it poses
additional risk for the FMIS and STATS replacement systems.
ATF's IV&V contractor stated that the FMIS replacement system
is heavily date dependent containing approximately two thousand
date fields and estimated that it would take 2 months to complete
IV&V. If ATF meets its estimated implementation date of
December 1999 for the replacement FMIS and STATS systems,

L T
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IV&V testing will not be completed before January 1, 2000. The
Department may not be aware of the increased risk in system
malfunctions in the year 2000 of the FMIS and STATS

replacement systems because this information is not reported in
ATF’s Y2K status reports.

In another instance, detail pertaining to an ATF mission-critical
system was not included in the bureau’s status reports because the
system, N-Force, was categorized as non-mission-critical when the
system owilers believe that the system is mission-critical. The
N-Force system is being developed to incorporate three existing
ATF mission-critical systems in a phased approach. The
conversion and testing of the three N-Force component systems:
Form for Criminal Investigation system (Form 3100), Form for
Property Inventory/Forfeiture Property Appraisal Report (Form
3400), and the Criminal Enforcement Management Information
System, are reported in the ATF status reports in their separate,
stand alone state. Detail pertaining to the development and testing
of N-Force is not included in the monthly status reports. Although
N-Force is currently in production and was certified by the IV&V
contractor as “Year 2000 Ready” we believe ATF should re-
categorize N-Force as a mission-critical system in order for the
Department to be aware of the system’s detailed development
status and ensure the system receives priority in the event failures
occur in the next century.

- BEP. At BEP, a contractor was retained to perform IV&V work
on the bureau’s mission-critical computer systems. The contractor
was unable to perform what it considered to be IV&V, and stated
in its March 1999 report: “IV&V testing is not possible.” As part
of the IV&V process, the contractor requested pre-renovated
system code in order to analyze the renovation process. The
bureau was unable to provide the contractor with the pre-renovated
code as well as documentation describing the changes that were
made to the systems. BEP’s monthly status report to the
Department was incomplete because it failed to notify the reader of
the contractor’s statement that IV&V was not possible. The
contractor did perform elements of an IV&V, including a code
review. However, a code review falls short of certifying the
renovation process. '

b~~~ — .
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+ Mint. The Y2K status reporting at the Mint was incomplete and
inaccurate. As discussed in previous OIG reports, the Mint
reported in its April 8, 1999, status report to the Department that
all mission-critical systems and external interfaces had been
successfully tested and implemented into the production
environment.” However, systems were only tested to determine
whether they could process data properly and did not include
specific tests for Y2K compliance. The May 7, 1999, status report
mentioned matters of concern such as the IV&V Test Suite, which
is the facility used to simulate date conditions for any of the critical
dates associated with the millennium rollover, not being
operational. The report did not provide other necessary detail
including that the Mint had fallen behind in meeting its testing
milestones; details on how many systems needed to be tested; and
the exact date the Mint expected to start testing. However,
according to a July 8, 1999, monthly status report, new milestone
dates were introduced. This included both start and finish dates for
IV&YV testing.

» PMS. The FMS status report for the month of September 1999
contained inconsistent information. The total number (16) of
mission-critical non-IT systems subject to Y2K conversion did not
reconcile with the number reported (23) in the Year 2000 Data
Element Status Assessment table. Also, in the narrative section of
the report for non-IT systems, the status information did not
reconcile with the numbers identified in the Non-IT Year 2000
Data Element Status Assessment table. In addition, FMS cited that
at the end of October 1999, the Claims and Courtesy Disbursement
systems were scheduled for implementation at two remaining
financial centers. However, an Independent Validation and
Verification Process Status report dated November 2, 1999,
showed that the systems were still being prepared for
implementation.

+ TCS. The information in an October 19, 1999, memorandum from
the Department to OMB concerning the status of the TCS was not
accurate. TCS is a mission-critical, general support automated

5 Year 2000 Compliance Testing and Contingency Planning for Business Continuity at the United States Mint (O1G-99-110; issued
August 24, 1999) and Monitoring of the United States Mint’s Year 2000 Systems Compliance Testing and Contingency Planning for
Business Continuity (O1G-99-114); issued August 24, 1999).
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information system that is to provide cost effective
communications between more than 6,500 Treasury, Government,
and commercial locations in the United States, its Territories, and
internationally. The TCS provides communications services and a
full range of network and information technology products and
services to meet the mission needs of Treasury, its bureaus, and its
offices. In their memorandum to OMB, Treasury stated that, for
the TCS:

“...Installation of Year 2000 compliant equipment...will be
completed by November 1999... Approximately 95% of the .
scheduled remediations have been completed.”

However, on October 20, 1999, the OIG reviewed an internal TCS
schedule that showed specific Treasury users, such as for the
Executive Office for Asset Forfeiture, where the TCS equipment
was not projected to be Y2K compliant on January 1, 2000,
Additionally, the inventory of scheduled remediations includes
only those that have been approved by the bureaus. Remediations
not performed due to the existence of a waiver or lack of bureau
approval are not included in the calculation of remediations
completed.

The bureaus and other TCS users also need detailed information
about the Y2K status of the TCS equipment. The Y2K status of
TCS equipment at each location is necessary for the TCS users to
decide whether to rely on the TCS after the year 2000 date change.
However, detailed TCS Y2K information is not being provided in
a usable form. The TCS users are being supplied with inventory
reports that are often too voluminous to be useful. Additionally,
TCS users have reported difficulties in accessing a TCS web site
with the Y2K status of TCS equipment. Without timely access to
this information, the TCS users may not be aware of the location of
the 20 percent of the TCS inventory that CSM has listed as not
Y2K compliant.

Weaknesses in Testing Procedures and Year 2000 Project
Management

- We identified weaknesses in Y2K testing procedures and project
management at the bureaus reviewed. These weaknesses include

L =,

01IG-00-025 Year 2000 Systems Compliance Testing and Page 10
Contingency Planning for Business Continuity at
the Department of the Treasury




m
compliance testing procedures, change management, and [IV&V
procedures. In addition, we found that the responsibility for ensuring
Y2K compliance of some equipment that may be affected by the

century rollover has not been assigned. These conditions are described
below:

» ATE. We found that Y2K compliance testing was not performed
on all ATF mission-critical systems. In addition, compliance
testing documentation was not available for some mission-critical
systems that ATF reported as tested. The testing documentation
that was availabie for our review was often incomplete, indicating
that the testing performed may have been inadequate. The risk of
Y2K-induced system failures which is posed by ATF’s compliance
testing is somewhat mitigated because ATF established an IV&V
process. However, ATF’s policy is that each system undergoes
IV&V testing only once. The risk of system failures is not
mitigated by the IV&V process when system changes are made
subsequent to the IV&V certification.

As part of our review at ATF, we requested a list of changes made
to systems subsequent to IV&V certification. We also requested
that ATF provide documentation to show that these systems were
regression tested to ensure Y2K compliance after the changes were
made. However, this information was not readily available and
ATF was unable to provide this documentation. ATF indicated in
a written response to our request that:

“...itis ATF’s practice to verify all changes made to baseline
systerns to ensure the desired effects are realized. However,
- support documentation is not maintained.”

» Customs. Along similar lines as ATF, Customs was unable to
provide documentation that we requested for review. While
Customs has a strong Y2K effort, we are concerned that they were
unable to produce documentation that all modules of their six
critical systems had been processed through their automated IV&V
tool, CCD Online.

« BPD. BPD identified five mission-critical IT systems, all of which
- have been certified by the bureau as Y2K compliant. Part of the
remediation process recommended by the GAO to achieve Y2K

m
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compliance includes IV&YV of IT systems. BPD utilized the same
personnel to perform IV&V tasks as those initially assigned to
repair the computer code. Although this practice does provide
some assurance that the systems were renovated for the year 2000,
it does not meet the standard of performing an independent
verification and validation of the Y2K conversion effort.

« TCS. There are components of the TCS that are not part of a Y2K
remediation plan. CSM, a part of Treasury’s Departmental
Offices, is the program office responsible for the TCS. CSM has
accepted ownership and responsibility only for
telecommunications equipment (1) which has been purchased by
its prime contractor under the TCS contract and (2) for which a
maintenance fee is being paid. CSM has not accepted ownership
and responsibility for all TCS equipment purchased by the
Department’s telecommunications Working Capital Fund,
especially items purchased under the Consolidated Data Network
(CDN) contract.

The inventory of TCS equipment under maintenance includes
12,767 line items, whereas a fiscal year 1999 billing inventory of
all TCS equipment includes 88 803 line items. This larger
inventory includes items for which the year change will have no
impact, such as “racks.” However, this inventory also includes
older TCS equipment, for example routers, which may be affected
by the date change. This older equipment is not part of a TCS
Y2K remediation plan because Treasury bureaus have not funded
maintenance of this equipment or have not approved Y2K
upgrades.

All TCS equipment has not been tested as individual components
or in a network configuration. TCS users are relying on CSM to
ensure that all TCS equipment has been tested. However, CSM
has not completed component testing of all TCS equipment. CSM
has also placed responsibility for network configuration testing of
TCS equipment on the TCS users. Only ATF and the
Departmental Offices have performed this level of testing. During
our exit briefing with Departmental officials, we were told that the
entire TCS system could not be taken off line for testing.
However, there was little concern of failure as all component
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types, which had been identified by the system management
software, had been tested.

Conclusion

Accurate and complete status reporting by the bureaus is needed in
order for the Department to effectively manage the overall Y2K
conversion effort. As described in the conditions above, we
determined that information in monthly status reports for the bureaus
reviewed was sometimes incomplete or inaccurate. In addition, some
Treasury systems may be at risk of failure due to weaknesses in Y2K
testing procedures and project management at the bureaus. Because
the Department does not have complete and reliable information about
the bureaus’ Y2K conversion status, the Department lacks assurance
that all Treasury systems reported as Y2K compliant will function in
the next century. In addition, the Department does not have assurance
that systems which have been certified as Y2K compliant have not
been degraded by maintenance and system changes.

Recommendations

1. The Deputy Assistant Secret%ry for Information Systems and Chief
Information Officer should follow up to ensure that the issues with
bureau Y2K status reporting, testing procedures, and project -
management identified above are appropriately resolved.

Management Response and OIG Comment

The Department did not concur with this recommendation. The
Department responded that, prior to the OIG's second audit of the
Department's Y2K effort, performed during April through
September 1998, its Y2K contractor was responsible for
conducting bureau assessments of the Y2K conversion progress
and reporting reliability. Once the OIG began its review, the
Department redirected its Y2K contractor to focus on providing
guidance on external interfaces, end-to-end testing, and the
Business Continuity and Contingency Planning. In addition, the
Department expected that the assessments made by the OIG would
be provided on a timely basis to validate the data submitted to the
Department for each OMB report.
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'The Department is non-responsive to the recommendation and
provides no explanation as to why no follow-up should be

performed on issues identified relating to status reporting, testing
procedures, and project management.

2. The Deputy Assistant Secretary for Information Systems and Chief
Information Officer should direct CSM to ensure all TCS
equipment and property purchased by the telecommunications
Working Capital Fund for the TCS or prior programs has been
adequately tested and is Y2K compliant. CSM's efforts should be
closely monitored to ensure all appropriate actions are taken.

Management Response and OIG Comment

The Department did not concur with this recommendation. In its
response, the Department stated that CSM ensured all critical,
date/time sensitive equipment purchased by the telecommunication
Working Capital Fund for the TCS or CDN programs were
adequately tested and are Y2K compliant. CSM took steps to
address all critical TCS equipment, including items purchased
under the predecessor CDN contract. Further, all relevant '
equipment was tested as individual components, as a thread of
components used in their network context, and a part of a
representative network segment. The Department is confident that
they have an accurate database of all TCS equipment, and have
performed the proper assessment of the equipment in that database
as it relates to this Y2K compliance issue.

Based on our audit work and discussions held with you and your
staff on November 30, 1999, regarding our discussion draft of this
report dated November 12, 1999, we believe the issues with the
testing and Y2K compliance of TCS equipment as outlined in our
finding are valid. Accordingly, we believe management should
implement this recommendation.

3. The Deputy Assistant Secretary for Information Systems and Chief
Information Officer should instruct CSM to immediately provide:
(a) a written status report detailing the Y2K conversion progress of
the TCS; and (b) the bureaus and the users of the TCS, in
electronic format, the compliant/non-compliant status of the TCS
equipment installed at their specific locations so as to facilitate the
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bureaus’ ability to understand the Y2K status of their TCS
equipment.

Management Response and OIG Comment

The Department did not concur with this recommendation. CSM
and the TCS program office provided written status reports and
updates detailing the Y2K conversion process for over 18 months.
These reports have been provided to each bureau at Total Quality
Management/Information Sharing Session meetings, Bureau Y2K
Meetings, and other forums. All bureaus have been informed of
the TCS Y2K compliance status along the way. As of

November 30, 1999, the TCS network is fully Y2K compliant.
Each bureau is aware of their individual TCS/Y2K status.

Based on our audit work, we believe the issues with the testing and
Y2K compliance of TCS equipment as outlined in our finding are
valid. Accordingly, we believe management should implement
this recommendation.

Increased Oversight of Bureau Y2K Contingency Planning Efforts
And Additional Testing Of "Day One" Strategy Is Needed

While Treasury bureaus have made notable progress to develop and
test BCCPs, significant work remains to finalize these plans before the
century rollover. Therefore, the Department needs to more closely
monitor the remaining contingency planning tasks so that it can be
assured essential services will be provided in the event of Y2K-
induced failures of mission-critical systems.

The Department has also made significant progress to implement a
Day One strategy for reporting on the Y2K status of mission-critical
IT and non-IT systems to the President’s Y2K Council during the
century rollover period. For example, the Department established the
Year 2000 EICC and performed a limited “dry run” of EICC
operations on October 7, 1999, to test its automated tool for collecting,
analyzing, and summarizing information on the status of core business
processes and mission-critical systems. Furthermore, the Department
has taken steps to ensure that senior Treasury officials are aware of

- their roles and responsibilities for Y2K issues. Additional tests,

m
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however, are needed to ensure the full functionality of EICC
operations.

Business Continuity and Contingency Planning

Treasury bureaus have reported that, for the most part, mission-critical
systems have been renovated and tested to address the Y2K problem.
Nevertheless, because core business processes of the Department may
still be disrupted by Y2K-induced failures in internal systems, business
partners’ systems, or public infrastructure systems, it is necessary that
the Department ensure contingency plans are developed and tested for
the continuity of business operations. If done effectively, such plans
can help mitigate the risks and mission impacts associated with
unexpected internal and uncontrollable external system failures.

In its various Y2K directives, OMB has not established specific target
dates for agencies to have prepared and tested BCCPs. In testimony
before the House Committees on Government Reform and on Science
during January 1999, GAO suggested that OMB consider setting target
dates such as: (1) April 30, 1999, to complete BCCPs for core business
functions; and (2) September 30, 1999, to completc testing and
validation of agency business contmulty strategies.® Although these
target dates have not been mandated, they provide a useful benchmark
to measure where bureaus should be at, given the limited time
remaining before the century rollover, in order for the Department to
be assured that bureau BCCPs will work if they are needed.

In its instructions for preparing required quarterly reports due

August 13 and November 15, 1999, OMB requested information on
the progress to develop and test BCCPs. This information is to
include: (1) assurances that local and regional offices (i.e., Treasury
bureaus) have developed and tested BCCPs in coordination with the
Department; and (2) the total number of such offices (i.e., Treasury
bureaus) which require BCCPs and the number that have such plans in
place.” To assist the Department in formulating the quarterly Y2K

§ Year 2000 Computing Crisis: Readiness Improving, But Much Work Remains to Avoid Major Disruptions
(GAO/T-AIMD-99-50; January 20, 1999).

7 OMB Memorandum M:99-21, Revised Reporting Guidance on Year 2000 Efforts, dated August 6, 1999.
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report to OMB, the Department requires each bureau to submit
monthly status reports.

The Department’s most recent quarterly report to OMB, dated

August 23, 1999, provided only general information on the progress of
the Department’s contingency planning efforts. Specifically, the
Department reported that bureau enterprise-ievel BCCPs had been
reviewed and that recommended changes were implemented.® The
report also stated that the Department anticipated that all bureaus
would complete testing of their BCCPs by October 1999—the time
frame recommended by GAO.

We reviewed the status reports submitted by 13 bureaus and other
Treasury offices for the month of September 1999.° As a general
observation, the reports did not provide the Department sufficiently
detailed information to effectively assess the bureaus’ progress in
developing and testing BCCPs. For example, the bureaus did not
report on the status of contingency planning in a consistent manner.
The status reports for eight bureaus did not indicate whether
contingency plans had been tested or, if tested, when the testing had
occurred. The status reports for two bureaus, however, indicated that
testing of their contingency plans had not been initiated as of
September 30, 1999.

Our more in-depth reviews at 4 bureaus and offices found that for 3 of
the reporting entities, significant work still remained to complete
contingency plans and to test and validate contingency strategies, as
discussed below:

» ATF. ATF developed contingency plans for its 24 IT mission-
critical systems. Our review of 7 of the plans found that while they

¥ According to GAO Y2K contingency planning guidance and related OMB directives, agencies should develop
BCCPs for (1) the agency as a whole (i.e., an “enterprise-level” BCCP), (2) each core business process, and

(3) each infrastructure component, or system, supporting the core business processes. While the Department
substantively reviewed the enterprise-level BCCPs of the bureaus for conformance with GAQ’s guidance, it did
not require bureaus to provide the more detailed contingency plans for each core business process and
supporting mission-critical systems.

® The Internal Revenue Service (IRS) also submits monthly status reports to the Department. The Treasury
Inspector General for Tax Administration has the audit responsibility for IRS. Accordingly, the IRS was not
included in the scope of our review.
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generally conformed to ATF’s guidance, they did not include
certain elements contained in GAQ’s guidance. During our audit,
we provided our observations on these plans to the ATF’s Y2K
Program Management Office (PMQO). We also noted that ATF had
not developed contingency plans for its six core business processes
and provided this feedback to the PMO in July 1999.

Subsequently, ATF established an October 21, 1999, target date for
the core business process owners to develop these plans. However,

as of November 2, 1999, the plans were still being developed,
according to PMO staff.

ATF still needs to test and validate its contingency strategies. In
September 1999, the PMO issued guidance for developing
contingency test plans and in October 1999, ATF’s Y2K Senior
Executive discussed the testing plan, methodology, and testing
schedule with the executives responsible for each core business
process. ATF plans to have testing and validation of contingency
plans completed by December 1999,

« EMS. FMS’ Y2K Special Projects Office (SPO) had issued
appropriate guidance for preparing and testing contingency plans.
It has also engaged a contractor to review the contingency plans
and related test plans prepared for FMS’ business lines and
supporting mission-critical systems.'® However, documentation
supporting contingency planning efforts was incomplete at the time
of our review, and further tests are scheduled through December
1999 to validate the plans.

In its September 1999 status report to the Department, FMS
reported that testing of contingency plans was expected to be
completed by the Fall of 1999 for its business lines and by
November 30, 1999, for its mission-critical systems. The status
report did not provide quantitative information as to the number of
offices that require BCCPs and the number that had such plans in
place. However, FMS reported that about 88 percent of mission-
critical contingency test plans had been received and reviewed by
the SPO. Internal SPO tracking reports showed that as of

'® EMS has four business lines: Payments and Claims, Collections, Accounting and Reporting, and Debt
Collection. These business lines are supported by a total of 58 mission-critical systems.

M

0IG-00-025 Year 2000 Systems Compliance Testing and Page 18
Contingency Planning for Business Continuity at
the Department of the Treasury :



m
November 5, 1999, system contingency plans had been tested and
validated for 22 of 58 mission-critical systems. For the remaining
36 system contingency plans, testing had either not been scheduled
(3 plans) or was scheduled for varying periods through the end of
December 1999 (33 plans). The contingency plans still to be tested
were primarily related to FMS’ Payments and Claims business line
and included the systems to process social security (SSA),
supplemental security income, and tax refund payments. Thus, the
SPO internal tracking reports indicates that substantial testing
remained to validate contingency plans.

FMS disbursement officials told us, during an oral briefing on
November 4, 1999, that more extensive testing had occurred on the
Payments and Claims contingency plans than was indicated on the
SPO internal tracking reports, although further tests were planned
in November and December 1999. For example, FMS had made
extensive preparations—in coordination with Federal program
agencies, the Federal Reserve Bank, and the United States Postal
Service—to process and deliver critical payments due in early
January 2000, such as those to SSA recipients. Other major
Federal recurring payments, such as those for Office of Personnel
Management programs, are due later in January. Therefore, FMS
will have time, although limited, after the century rollover to
address any Y2K i 1mpacts to payment delivery systems before
these payments are due.!' According to FMS disbursement
officials, various contingency plans for payment processes have
also been tested as part of FMS’ normal course of business. For
example, payments for a major Federal program are generally
processed by the same FMS regional financial center each payment
cycle (e.g., SSA payments are normally processed by FMS’
Philadelphia center). FMS has the capability to shift normal
processing to another regional center if necessary (e.g., SSA
payments can be processed by FMS’ Hyattsville center). FMS
officials acknowledged that documentation of contingency plans
for payment systems, as well as testing of plans, was incomplete

"" It should also be noted that GAO reported in October 1999 that FMS had established effective Y2K test
management controls for its six most mission-critical systems including the payment systems for social security,
supplemental security income, and tax refunds (Year 2000 Computing Challenge: Financial Management
Service Has Established Effective Year 2000 Testing Controls (GAQ/AIMD-00-24; October 29, 1999)).
According to FMS disbursement officials, the lines of code involving date computations and requiring
renovation were minimal in the application software for these payment systems.
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and that existing plans need to be updated to reflect FMS’ current
operating environment.

» TCS. CSM has made substantive progress in developing and
testing the contingency plan for TCS. However, critical testing
activities still must be completed to validate the plan. For
example, a walk through of the TCS contingency plan with the
bureau representatives is scheduled for November 30, 1999, so that
the bureau representatives are familiar with procedures, roles, and

- responsibilities. However, a planned walk through with TCS
management had not yet been scheduled. In addition, while TCS
addressed its needs for critical staffing to carrying out the
contingency plan, staffing by its vendors is still to be addressed by
those organizations. We were told by TCS staff that its prime
contractor, in conjunction with Treasury, plans to ensure that these
outside organizations will be ready.

The latest status report submitted to the Department by BPD in which it
specifically discussed the status of contingency planning efforts was for
the month of February 1999. In that report, BPD stated that contingency
plans had been documented for its five IT mission-critical systems. BPD
also stated that it had substantial recovery planning documents that
describe how each of its offices would react in the event an emergency
and that these plans were being updated for potential Y2K problems.
According to BPD, the plans had been subjected to testing exercises. We
found that BPD’s enterprise-level BCCP generally conformed to GAO
guidance. According to the BPD Y2K Project Manager, BPD had
completed testing and updating of its contingency plans. BPD was also in
the process of incorporating its Day One plan in the enterprise-level
BCCP. Due to the timing of our audit work, we did not review BPD’s
supporting documentation of these efforts.

During our audit, we also reviewed contingency planning efforts at the
Mint and issued separate reports to the Mint Director and to the Assistant
Secretary for Management and Chief Financial Officer on August 24,
1999. We reported that the Mint’s enterprise-level BCCP, dated May 14,
1999, generally conformed to GAO guidance. However, the Mint still
needed to complete contingency plans for its five Strategic Business Units
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(SBU) and supporting mission-critical systems.'> In a memorandum dated
October 8, 1999, the Mint Director advised that the Mint had completed
contingency planning for the SBUs and mission-critical systems, and had
completed testing of the contingency plans for the mission-critical systems

and mission-critical functions within its Circulating and Numismatic
SBUs.

Day One Planning

According to GAO guidance, a Day One strategy comprises a
comprehensive set of actions to be executed by a Federal agency during
the last days of 1999, the first days of 2000, and other Y2K-impacted
dates such as February 29, 2000. The Day One strategy should be
integrated with agency business continuity and contingency plans, and
should describe the key activities and responsibilities of agency
component organizations and staff. The objectives of a Day One strategy
are to: (1) position an organization to readily identify Y2K-induced
problems, take needed corrective actions, and minimize adverse impact on
agency operations and key business processes; and (2) provide
information about an organization’s Y2K condition to executive
management, business partners, and the public.'

The Department has been proactive in developing plans to monitor the
status of mission-critical systems during Day One and other key dates
associated with the century rollover and, if necessary, to determine a
course of action in the event of Y2K-induced failures of core business
processes and mission-critical systems. Specifically, it has established the
EICC to collect, analyze, and disseminate information to senior Treasury
executives and the President’s Y2K Council. The Department has
performed limited tests of EICC operations and further tests are planned
before year-end. The Department also plans to set up a fully functional
backup site for the EICC at another Treasury facility. Additionally, it has
ensured that senior Treasury executives are engaged in operational issues

12 Year 2000 Compliance Testing and Contingency Planning for Business Continuity at the United States Mint
(OI1G-99-110) and Monitoring of the United States Mint’s Year 2000 Systems Compliance Testing and
Contingency Planning for Business Continuity (01G-99-114).

B y2K Computing Challenge Day One Planning and QOperations Guide (GAO/AIMD-10.1.22, issued in
October 1999).
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related to Y2K. The Department’s efforts and additional actions needed to
ensure the effectiveness of its Day One activities are described below:

EICC

In August 1999, the Department: developed standard operating procedures
for the EICC and reporting requirements for the bureaus and offices to
follow; identified the EICC needs and staff; developed alternate
procedures in the event of problems, such as transmission failures; and
held a “table top” reporting exercise with Y2K project officials from the
Department and bureaus. At designated intervals during the rollover
period, the EICC will receive from each Treasury bureau and office an .
assessment of their ability to perform core business processes and mission-
critical IT, non-IT, and telecommunications systems.'* The Department
also developed and provided each bureau an automated program,

ESY 2000, to enter the status reports and transmit them to the EICC
through the Treasury email system.

Through the ESY 2000 application, EICC staff will collect, analyze, and
summarize bureau status reports and produce, for each reporting period, an
Executive Summary Report for approval by the EICC Director (the
Assistant Secretary for Management and Chief Financial Officer or her
designee). The Executive Summary Report will show for each bureau,
and the Department as a whole, whether operations are “green” (core
business processes are operating in a normal mode), “yellow” (core
business processes are operating in a degraded mode, or components of
the processes are unavailabie), or “red” (core business processes cannot be
performed). The Executive Summary Report will be the basis for
reporting the status of the Department’s operations to the President’s Y2K
Council.”® It will also be posted on the Treasury intranet and provided to
senior Treasury executives and others including the Chief of Staff, Under

'* The Department has planned for the bureaus to report every 4 hours during the rollover period. Also, the
bureaus have been instructed to submit “out of cycle” reports if there has been a significant change in their
operational status.

** According to Office of Chief Information Officer staff, the Department has shared its reporting format with
the President’s Y2K Council. However, the President’s Y2K Council had not developed a specific format for
agencies to report their operational status during the Y2K rollover at the time of our review.
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Secretaries, Assistant Secretaries, General Counsel, and the Department’s
Emergency Preparedness Team (EPT).!6

~ The Department has conducted several tests of the ESY 2000 application,
including a “dry run” on October 7, 1999, during which all the bureaus
transmitted status reports to the EICC at designated intervals. As part of
the dry run, which we observed, the bureaus included various failure
scenarios in their reports and the Department’s Y2K consultant produced
Executive Summary Reports that were approved by the EICC Director’s
designated representative. As a result of these tests and our observations,
the Department has made some modifications to the ESY 2000 application
and identified other issues to be addressed. Specifically:

+ More comErehensive tests of the EICC need to be performed. The
October 7 dry run exercise was designed to test the ESY 2000
application. As such, it was not intended to test procedures for failure
scenarios such as loss of power and communications, the inability of
key EICC staff or the EICC Director to report for duty, or the need to
transfer EICC operations to the backup facility. During our audit, we
provided various EICC failure scenarios to the Department's Y2K
project staff for its consideration in conducting future EICC tests. The
Department has planned several more dry runs of the EICC including
one scheduled for November 9, 1999. In its instructions for the
November 9% dry run, the Department encouraged the bureaus to
include scenarios such as staff not being available. The Department
also plans to include a test of alternatives to the Treasury email system
for communicating status reports during the November 9% dry run.

» Procedures need to be developed, and tested, to provide for an orderly
transition from the primary EICC location to the backup facility if
necessary.

+ Procedures need to be developed, and tested, to transfer the EICC
function to the EPT should circumstances warrant. In addition, a
formal agreement/directive needs to be issued between the EPT and
the EICC to document the responsibilities and trigger events if there is
a need to engage the EPT.

18 The EPT is responsible to have plans in place to respond to emergencies that could disrupt Treasury
operations. According to Department officials, the EPT would use the EICC to conduct its operations if
necessary during the century rollover.
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+ Designated bureau and office officials need to ensure the EICC
receives status reports timely. During the October 7™ dry run, one
bureau did not submit its first report timely. Also, another bureau
experienced problems transmitting to the EICC because its internal
email system was not compatible with the Treasury email system.

+ The EICC’s contact list of responsible bureau and office officials
needs to be current. When one bureau had not submitted its status
report by the designated time during the October 7™ dry run, EICC
staff had to make multiple calls before reaching the correct person at
the bureau.

+ The Executive Summary Report needs to be revised to account for all
bureaus and offices that are required to report to the EICC. We noted
that only those bureaus that submitted reports appeared on the
summary report. Including all bureaus on the summary report would
ensure that the EICC Director and other senior Treasury executives are
aware that a bureau had not reported its status, which may be
indicative of the bureau experiencing a problem.

« Bureaus need to provide more detail when reporting on failed or
degraded operations in order for the EICC Director to concur with the
rating, determine whether further action is needed, and assign
Treasury’s overall status. For example, one bureau reported that an IT
system was not working but did not state the nature of the impact to
the related core business process. Since Treasury has over 300
mission-critical systems containing multiple sub-systems, the EICC
Director may not be aware of all the systems by name and importance.

Senior Treasury Executive Involvement

The Department has taken steps to ensure the involvement of senior
Treasury executives during Day One. For example, executives will be at
the EICC or otherwise available to receive the status reports and, if
necessary, determine the appropriate action in the event a Treasury
operation is negatively impacted by a Y2K incident. Additionally, senior
Treasury executives met on October 20, 1999, to identify and examine
operational issues associated with the year 2000 rollover. This meeting
covered global issues that may affect Treasury’s operations as well as
EICC and Day One operations. Finally, the Department will be assigning
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a Treasury representative to be available to the President’s Y2K Council at
its government-wide Information Coordination Center.

Recommendations

4. The Deputy Assistant Secretary for Information Systems and Chief
Information Officer should ensure that bureaus provide the Year 2000
Program Manager more complete information on the progress made to
develop, test, and finalize business continuity and contingency plans
for core business processes and supporting mission-critical IT and
non-IT systems. As necessary, appropriate assistance should be
provided to bureaus to ensure essential services will continue in the
event of Y2K-induced failures of mission-critical systems.

Management concurred with this recommendation.

5. The Assistant Secretary for Management and Chief Financial Officer
should ensure that planned tests of the EICC operations, including
tests of the EICC backup facility consider: (1) unavailability of power,
water, etc., at the EICC facility; (2) failure of the Department’s email
system to receive Day One bureau status reports from the bureaus; and
(3) the inability of EICC staff and the EICC Director or designees to
report for duty for their assigned shifts during the Day One rollover
period. Furthermore, triggers for switching EICC operations to the
backup facility should be developed. The EICC tests, including those
of the backup facility, should be coordinated between the Deputy
Assistant Secretary for Information Systems and Chief Information
Officer and the Assistant Director (Emergency Preparedness) under
the Deputy Assistant Secretary for Management Operations to ensure
that the EICC will meet the needs of the Department’s Emergency
Preparedness Team. '

Management concurred with this recommendation.
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List of Abbreviations '
W

ATF
BCCP
BEP

BPD

CDN
CSM
Customs
Department
EICC

EPT

FMIS
FMS

GAO

IRS

IT

V&V
‘Mint

0IG

OMB
President’s
Y2K Council
SBU

SSA
STATS
TCS
Treasury
Y2K

Y2K PMO
Y2K SPO

Bureau of Alcohol, Tobacco and Firearms
Business Continuity and Contingency Plan
Bureau of Engraving and Printing

Bureau of Public Debt

Consolidated Data Network

Corporate Systems Management

United States Customs Service

Department of the Treasury

Emergency Information Coordination Center
Emergency Preparedness Team

Financial Management Information System (ATF)
Financial Management Service

U.S. General Accounting Office

Internal Revenue Service

Information Technology

Independent Verification and Validation
United States Mint 3

Office of Inspector General

Office of Management and Budget
President’s Council for Year 2000 Conversion

Strategic Business Unit

Social Security Administration
Simplified Time and Attendance System
Treasury Communications System
Department of the Treasury

Year 2000

Y2K Program Management Office (ATF)
Y2K Special Projects Office (FMS)
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Appendix 2

Management Response

DEPARTMENT OF THE TREASURY
WASHINGTON

ASSISTANT SECRETARY

"t le

MEMORANDUM FOR DENNIS SCHINDEL
ASSISTANT INSPECTOR GENERAL FOR AUDIT
FROM: Nancy Killefer r a L/:'}i‘ “
Assistant Secretary for Management
and Chief Financial Officer

SUBJECT: Draft Report - Year 2000 Systerns Compliance Testing and
Contingency Planning for Business Continuiry at the Department
of the Treasury

Thank you for the opporuniny to comment on the draft report on the Year 2000 SYSleMms
compliance testing and contingency planning for business continuity at the Department of the
Treasuny. I nen-concur with three of the report findings m&recommenda11ons I will address
our concerns for each section of the report as follows:

Overview. Objective. Scope and Methodology

Based upon vour stazed audirt objective. [ take strong opposition 10 your sweeping obsenvauen
that the "oversight exercised by the Department during the Y2K conversion process has primarthy
been that of: (1) :ssumng policy and guidance to the bureaus: and (23 coliecting, consohdauny. and
forwarding intformation to the Office of Management and Budget (OMB) on the status of the
bureaus YK efforts.” To the conrary. the Depariment has been verv zetiv ely engaged i the
Year 2000 program efforts by the bureaus for over 3 vears. My office has personally worked
with each burezu 1o ensure Y 2K received 10p priority and pians would lead to successiul
remediation. Attached is input 10 a letter responding te Senator Thampson that cites oversieh
activities reflecung the Department's level of engagement

Audit Resulis

Additional Measures Are Needed To Ensure The Reliabiline OF Informazion Used o Manage the
acdiional vieasures Are vesded 1o pnsure ]he Relabiling OF Information Used To Manage the

Recommendurion | The Depun: Assistanr Secretary ror Informanon Svstents and Ciner
Intormation (Mticer should toliow up to ensure thar the 1ssues wirh hureas YOR statio repornng
tesiing procedures. and praject management identified above are appropriately resoelved
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Response. Non Concur.

Prior to your Phase II review conducted from April through Septamber 1998, the acting IG
and you agreed with us that Andersen Consulting bureau assessments of the Y 2K conversion
progress and reporting reliability would be discontinued in order to eliminare the review. audnt
redundancy of having both Andersen and vour office doing independent assessmems of the
Treasury Y2K program. As part of that agreement. the OIG was to be the “eves and ears” for
Treasury. sharing information in a timely manner with us since Andersen would no longer
have a bureau presence. Understanding that the OIG had an audit function 10 perform. we
then wasked Andersen 10 focus on providing guidance on external imerfaces. end-10-end
testing. and the Business Continuity and Contingency Pianning. If the OIG did not agree 1o
this strategy, we would have had to acquire additional Andersen resources 10 continue
corducting independent assessments of the bureaus as originally planned, W expecied that
the assessments made by your office would be provided 1o us on a timely basis 1o validate the
data submitied 1o us for each OMB report. Receiving vour data in December 1999 is not
useful 10 the process.

Recommendarion 2: The Depury Assistant Secretary for Information Systems and Chief
Informarion Officer should direcr Corporate Systems Management (CSM) 1o ensure afl TCS
equipment and property purchased by the telecommunications Working Capital Fund ror the
TCS eguipment and property purchased by the telecommunications Working Capital Fund ror
the TCS or prior programs has been adequately tesied and is Y2K compliani, CSALs effort
shouid be closely monitored 10 ensure all appropriate actions are taken.

Response: Non concur

CSM ensured thar ali critical. datetime sensitive equipment purchased by the
elecommunications Working Capiial Fund for the TCS or CDN programs were adequatels
tested and are Y2K compliani.

Statements were made in vour repor claiming weaknesses in testing procedures. and in Y2K
Project Management. The report further claims that there are components of the TCS that are
not part of a Y 2K remediation plan.

There are components of the TCS that should not be part of 2 Y2K remedianon plan. Cabies.
monitors. keyboards. non-electronic hardware and furniture. and many electrone components
acquired under the TCS contraciual vehicle have no datetime functionality or embedded
microprocessors. CSM indicated each instance where remedial action 1s not appitcable.
Scarce Year 2000 remediation and testing resources were properiy assigned 1o critical svstem
efiors.

CEM w0k steps 1o address all critical TCS equipment. including items purchased under the
predecessor Consolidated Data Network (CDN) contract. In addinon. TCS pertormed over
1.500 addirional sne upgrades beyond these originally planned for TCS compliance, 1n

suppon: of Bureau deployments of their Y2K-compliant applications. For exampie. the [RS
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made extensive replacements of non-compliant legacy X.23-based terminal-host appitcations

with compliant client-server applications. necessitating extensive router upgrades.

The TCS program went through rigorous Y2K testing. All relevant equipment was tested as
individual components, as a thread of components used in their nevwork comtext. and as part
of a representative network segment,

TCS has not tested items that kave no date or time functionality or do not serve any eritical
function. Such testing would have incurred unnecessary costs and wouid have jeopardized
testing schedules for critical items. Wall clocis. electonic timepieces inserted in pens.
stand-alone non-critical hardware and software, and similar items are examples of TCS
inventory itemns that were not 1ested.

The OIG evaluation wam was offered carze blanche access to all TCS test repors. As stated
in the introduction to the OIG report. “In some instances, we did not obrain and anaivze all
supporting documentation 10 corroboraie verbal and written information on the staws of

testing and contingency planning efforts by this date.” Clearly, this abbreviated review has led

the evaluation team to draw conclusions about TCS testing that are inaccurate.

The TCS program conducted its own tests and is satisfied that all products are compliant.

Testing 1s merely one component among many in the TCS overall process. More imponantly.

TCS ensured that all testing of application and network components was conducied on
dedicated circuits isolated from the rest of the TCS network. To do otherwise would have
created risks of broad-scale failures potentially threatening the daily conduct of Treasury and
Bureau business. This approach proved correct since date-related failures occurred in TCS
testing in components reported by their manufzeturers as Year 2000 compliant,

A tremendous amount of time and effort has been spent on the TCS inventory and what it
represents. The TCS inventory contains information on all TCS assets. and the inventony is

used from many purposes. i.e. billing. network zroubleshooting. maintenance records. Hence.

questions and resulting statements alluding w TCS equipment under maintenance. and FY99
biiling inventery can be easily misunderstood if not properly stated. The TCS database was
net implemented solely for inventory reasons. We are confident that we have an accurate
database of all TCS equipment. and have performed the proper assessment of the equipment
in that database as it refates w this Y2K compliance issue.

Recommendarion 3 The Depury Assistant Secrerary tor Information Svstems and Chiel’
Information Officer should instruct CSM 1o immediately provide.! 1a) a writlen status report and
periodic updaies detailing the Y2K conversion progress of the TC'S. and () the burcaus and the
users of the TCS. i electronic tormar. the compiiantinen-compliant status of the TCS equapment
installed at their specific locanrons so as 1o lacilitate the bureauy abiline to understand the Y2K
status of therr TCS equtpment
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Response: Non concur.

CSM and the TCS program office provided written status reporis and updates detailing the
Y2K conversion process for over 18 months, These reports have been provided to each
bureau at Totel Quality Management/Informatior: Sharing Session meetings. Bureau YK
Meetings and other forums. All bureaus have been informed of the TCS Y2K cornpiiance
status along the way. As vour arg aware. as of November 30. 1999, the TCC nenwerk is fully
Y2K compiiant. Each bureau is aware of their individual TCS/Y2K status,

Finally, the QIG repont unforumately overlooks the significant accompiistunent of the
combired Governmeri-contractor TCS team in achieving TCS Y2K compliance. This eam
has completed Y2K work on over 3.900 site upgrades in less than 18 months. The 1eam
performed over 1.450 capacity upgrades bevond the minimum reguired 1o make TCS
components compiiant, to ensure the successful rollout of Bureau Y2K-compliant
applications. This significant 2ccomplishment was achieved while completing al! TCS
nerwork critical item cornpliance verification testing and cornpleting due-diligence
inventories of 6.115 TCS sites. including physical site visits to 4.175 sites. The OIG Repon
is not a fair representation 1o the talented. dedicated staff that worked long and difficult hours
to achieve remarkable resulis in Year 2K compliance.

Increased Oversight of Burean Y2K Contingeney Planning Efforts And Additional Testing of
“Dav One" Swazegv Is Needed 3

Recommendation < The Depun: Assistant Secretary for mformation Svstems and Chief
Intormanion Officer showuld ensure that bureaus provide the Year 2000 Program Manager morc
complete informatton on the progress made 1o develop. test. and finalize business contmnuin: and
contingency plans ror core business processes and supporting mission-critical intormation
technology (1T svstems and non-IT svsiems. As necessary. appropriate assistance should be
provided o bureaus lo ensure essential services will continue in the event of Y2 K-tnduced
[failures of mission-critical svstems.

Response* (oncur

The Year 2000 Program Management Office has been visiting each bureau to address their
Day One plans and Business Continuity and Comtingency Planning process.

Recommendation 3+ The Assistant Secretary for Management and Chief Financial (fticer skould
ensure thar pianned 1ests of the Emergency Information Coordination Center (EICC) operations.
including tesis of the EICC backup facilinv consider: t11 unavailabiline of power. water. ete.. at
the EICC 1aciuy. (2; railure of the Department s email system to receive Dav Cne burequ status
reporis from the hureaus, and (31 the mabiliy of EICC siaff and the EICC Director or destgnees
1o repori for duty for their assigned shifls during the Day One roliover period  Furthermore,
triggers for swirching EICC operations 1o the backup iacility should be developed The EICC
tests. including those of the backup 1acitity. should be coordimated between the Depuny, Assisianr
Secretary tor Intormation Svstems and Chief Information Qfficer and the dssistant Direcror
(Emergency Preparedness: under the Depuny Assistant Secretary for Management Operanons 1o
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ensure that the EICC will meef the needs of the Department s Emergency Preparedness Tean:

Response. Concur.

Al our invitation. vour staff anended our Kick-off TableTop exercise and subsequent first
EICC dry run, We received immediare feedback that we incorporazed into our developing
EICC procedures. We appreciate vour timely feedback along with thar of the burea
participants.

Anachment
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Clifford Jennings, Director, Office of Information Technology Audits
Ed Coleman, Deputy Director, Office of Information Technology Audits
Robert Taylor, IT Audit Manager

Jean Purcell, Audit Manager

Melinda Rose, IT Auditor

Catherine Fudge, IT Auditor

Ethel Taylor-Young, Auditor

Kevin Burke, IT Auditor

Joey Maranto, IT Auditor

LaVeta Charity, Auditor

Michael DiDiego, IT Auditor

Charles Intrabartoio, Computer Specialist

Inez Jordan, Auditor

Michael Stein, IT Auditor

Michael Sielicki, Auditor

Luis Reyes, Referencer

Valarie Moore, Referencer

Ehab Bestawrose, Referencer
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Treasury Departmental Offices

Assistant Secretary for Management and Chief Financial Officer
Deputy Assistant Secretary for Information Systems and Chief Information Officer
Assistant Director of Information Technology Policy and Management
Deputy Assistant Secretary for Management Operations

Assistant Director, (Emergency Preparedness)

Director, Corporate Systems Management

Director, Executive Office for Asset Forfeiture

Office of Budget

Director, Office of Strategic Planning and Evaluations

Director, Office of Accounting and Internal Control

CIO Liaison, Business Services Division '

Office of Management and Budget

Esther Rosenbaum, Budget Examiner
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